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[Credit Union] recognizes its responsibility to safeguard employees, members, and visitors.  The purpose of this policy is to set forth the guidelines for physical security.  The Credit Union will comply with all applicable laws and regulations governing, including NCUA Regulations Part 748.  The Credit Union emphasizes that preservation of life is the highest priority in all security situations.  This program will also safeguard assets, prevent and detect criminal activity, and establish response procedures for physical security incidents.

Guidelines

1. BOARD APPROVAL.  The Board of Directors will approve the Security Program annually, and delegates Senior Management to appoint a Security Officer and oversee the program and applicable corrective action.

2. SECURITY OFFICER.  The Security Officer for the Credit Union will be responsible for:
a. Administering the Security Program
b. Conducting applicable incident reporting, 
c. Coordinating applicable training
d. Serve as the liaison to law enforcement
e. Oversee the Credit Union alarms, cameras, and other physical security components.

3. RISK ASSESSMENT.  The Credit Union will review applicable risks at least annually and as needed during the year to determine if existing controls are adequate.

4. PHYSICAL THREATS.  The Credit Union will have procedures to ensure employees are prepared for physical threats, including, but not limited to:
a. Robbery
b. Burglary
c. Larceny
d. Workplace violence
e. Kidnapping and extortion
f. Embezzlement/internal theft

5. PREVENTIVE CONTROLS.  The Credit Union will maintain controls and will have applicable procedures in place to ensure controls are adequate and implemented effectively.  The following controls will be addressed:

a. Physical
b. Cash
c. Access
d. Internal Theft Prevention

6. REPORTING.  In addition to the regulatory reporting requirements, such as filing of suspicious activity reports, the credit union will ensure applicable reporting to law enforcement, regulators, and bond/insurance.
a. The Credit Union will ensure proper documentation is maintained of all incidents.

7. TRAINING.  The Credit Union will ensure that staff are trained at least annually on applicable security program procedures.  The Credit Union’s training program will also have new-hire training.  All training will be documented and maintained.

8. TESTING/MONITORING.  The Security Officer or their designee will ensure that the following tasks are performed, at least annually:
a. Alarm testing
b. Camera testing
c. Controls review
d. Access log review

9. BUSINESS CONTINUITY PLAN.  The Credit Union will ensure its Security Program integrates with the Business Continuity Plan and associated incident response.  This includes the hierarchy for internal notification/escalation.

10. RECORD RETENTION.  Security records will be maintained in compliance with the Credit Union’s record retention policies.
